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The Wonderful World of AI
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What does an LLM router do?
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Agent LLM router Provider

request

reply

request

reply

Routing / fallback / usage
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What goes through a model router?
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6 TB 19 companies

7 govt. entities

Xiaomi NIO

USTC



The hidden supply chain behind an API
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The router can read AND rewrite
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Credentials in model requests
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SSH / VPN

servers and internal 

networks

GitLab tokens

source code and CI 

systems

Cloud keys

storage and deployed 

services



Token shopping: a fictional example

Fiona
User

Azure
Model provider

$100$100?!

Too much.
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Token shopping: a fictional example

Fiona
User

Azure
Model provider

$100

Router

Only $10!$100?!

Too much.

11



Token shopping: a fictional example

Fiona
User

Azure
Model provider

$100

Router

Only $10!Deal.

DATA
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Token shopping: a fictional example

Fiona
User

Azure
Model provider

$100

Router

Only $10!Here's my data.

DATA
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Token shopping: a fictional example

Fiona
User

Azure
Model provider

$100Wait... Thanks. Bye.

DATA
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Multi-hop LLM routing
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Test the service you actually bought
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428 endpoints

28 paid

400 free

9
tool-call injection

17
AWS credential use

among 400 free routers

2
adaptive injection

included in the 9
1 paid + 8 free

Paid services Free: public links / lists / configs



Valid JSON. Different command.
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Claude Code



Traffic through exposed relays

18

2 billion 99 440

tokens unique credentials Codex sessions



Two TLS sessions
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Four protocol checks
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Billing provider reference ↔ reported token count

Model requested model family ↔ returned model family

Reasoning regular thinking block ↔

Tools offered schema ↔ returned name + arguments

signature field



MINE
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MiddleBench
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359 TP · 8 FP · 61 FN

45 / 61 misses:
compared fields unchanged



Router measurements
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16,347
sessions

P1   208 / 270

P2     17 / 434

P3     55 / 218

P4     43 / 252



Can the provider sign the response?
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Agent
verify before execution

Router
forward the signed reply

Provider
sign with provider key

request + nonce same request

request hash | response hash | model | usage | tool calls

provider signature

We contacted Alibaba Cloud Bailian and Zhipu.

Both said they do not support provider-signed responses

because they see no near-term customer demand.



TEE: router or model serving?
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An attested router

TEE: code + routing policy

Agent
verify quote + key

Router
TLS terminates here

Provider
hidden model: ?

TLS upstream TLS

Attested inference stack

Agent
verify quote + key

CPU TEE
serving code

GPU TEE
model + inference

protected link

Attested inference



zkTLS vs. zkML
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zkTLS / prove the exchange

Agent
verifier

Router
prover

Provider
ordinary HTTPS

MPC-TLS TLS

provider endpoint + request + response

zkML / prove the computation

Input + model
authenticated commitment

Prover
weights + witness

Agent
verify output + proof

output + proof

TLSNotary



A source map exposed the client
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npm package

source map

client source

Claude Code
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Claude Code



29



87 tasks. A 90-minute loop.
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$1,382.59
Reported cost.

Fully refunded.

87 tasks



Agent runtime failures
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ModeLock
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Runtime state and progress
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ModeLock implementation
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43 findings. All confirmed.
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13 agents

18 fixed
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Questions?

arxiv.org/abs/2604.08407

https://arxiv.org/abs/2604.08407
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